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The MDR | XDR Inflection Point - What Comes After Market Maturity

Over the last several years, Managed Detection and Response (MDR) and Extended Detection and
Response (XDR) have become foundational components of many security programs. Demand surged as
organizations struggled with talent shortages, increasing attack complexity, and 24x7 coverage
requirements. In response, the market flooded with providers - many offering similar capabilities, similar
tooling, and similar promises. Now, that market is entering a new phase.

What we’re seeing now is not the collapse of MDR, but a maturation and correction of the business
model. The combination of vendor saturation, tighter capital markets, rising customer cost sensitivity,
and rapid advances in automation and Al is placing real pressure on providers that were built for
perpetual growth rather than durable outcomes.

A Crowded Market with Limited Differentiation

In short, the MDR | XDR space is oversupplied. Many providers rely on the same underlying

'...‘ EDR, SIEM, or cloud telemetry sources, layered with varying degrees of human analysis.
'.‘ From a buyer’s perspective, differentiation has become difficult to evaluate beyond

pricing, contract terms, and marketing claims.
This has created intense competition in the mid-market especially, where buyers are sophisticated
enough to compare offerings but constrained enough to push aggressively on cost. For providers that
depend on continuous “new logo” growth to sustain margins, this environment is increasingly unforgiving.
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Economics Are Getting More Difficult

The original MDR value proposition was clear; humans plus technology delivering 24x7 detection and
response at a cost lower than building it internally. That value still exists, but the economics behind it are
under tremendous strain.

Human-intensive operating models do not scale linearly. As growth slows, providers are forced to choose
between margin erosion or service degradation. At the same time, renewals have become harder as
customers scrutinize outcomes more closely and demand pricing aligned to the actual value delivered,
not alert volume and tickets.

In various cases across the industry, this has resulted in workforce reductions, narrower service scopes,
and internal restructuring - often very quietly - so as not to damage the provider’s reputation.

-1 Al Is Changing the Shape of the Work
¢ ’_l AI is not ehmmatmg the need for'detectlon and response, but it is changing where value
- — iscreated and ultimately recognized.
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'."_|1'- Tier-1 alert triage, enrichment, and correlation - once labor-heavy - are increasingly

automated by EDR platforms, cloud-native tooling, and Al-assisted workflows. As a

result, some organizations are pulling portions of detection and investigation back in-house - particularly
where cost pressures are high, or security maturity has advanced and improved.

This doesn’t negate the need for MDR but instead, effectively raises the bar. Providers must move up the
value chain toward engineering, threat hunting, incident readiness, and advisory capabilities - areas that
are harder to automate and more tightly tied to business risk.



A Quiet (But Real) Downward Spiral

The MDR business model is straightforward: build a SOC, staff it with skilled talent, secure
multi-year customer contracts, retain them through consistent service quality, grow
responsibly as demand increases, and invest back into the business to promote
differentiation.

When new sales decelerate, the go-to-market weaknesses surface. When renewals decline, churn
follows. When both occur simultaneously, providers enter a downward spiral that is difficult to reverse
without outside capital or a strategic exit.

Across segments of the market, a familiar pattern is emerging; slower growth and increased renewal
pressure are driving cost reductions - which degrade service quality and further accelerate churn. This
dynamic is not universal, butitis real. And - itis rarely discussed openly.

Compounding the issue, marketing narratives often mask operational reality. External messaging
continues to emphasize innovation and momentum, even as internal teams are asked to deliver more
with fewer resources.

What Survives the Reset?

MDR is not going away. But the market will likely contract before it stabilizes. Providers that emerge
stronger will share a few traits; disciplined operating models, real engineering depth, transparent
outcome-based metrics, and offerings aligned to customer maturity rather than “one-size-fits-all”
coverage. Hybrid approaches: such as co-managed detection, advisory-led MDR, and tighter integration
with customer teams are likely to become more common.

For buyers, this is an opportunity to ask harder questions and demand clearer value. For providers, itis a
moment to adapt - or be left behind.

The MDR market isn’t necessarily broken but it is being tested. And only those built for resilience and
longevity (and not just growth), will ultimately survive.

What CISOs Should Ask MDR Providers Right Now

As the MDR market matures, CISOs need to move beyond feature lists and marketing
claims and ask questions that reveal whether a provider is built for durability, not just
growth. The following questions can help cut through noise and expose real capability and
alignment.

1. Where does human effort still add value versus automation?
Ask providers to be explicit about what is automated, what is human-driven, and why. Strong
providers understand how Al and automation reduce low-value toil and can clearly articulate where
human expertise still matters—such as threat hunting, response decision-making, and adversary
context.

2. How do you measure outcomes, not just activity?
Alert counts and ticket volumes are poor measurements for security effectiveness. CISOs should ask
how providers measure risk reduction, dwell time, response quality, and incident impact. Providers
that struggle to answer these questions are often optimizing for operational throughput rather than
customer outcomes.



3. What happens to service quality if your growth slows?
This is an uncomfortable, important question — but ask it. You are the customer. Ask how staffing,
coverage, and escalation models are sustained during periods of flat or declining growth. Durable
providers should have operating models that remain stable without relying on constant new customer
acquisition.

4. How do you support customers who want to co-manage or internalize parts of detection and
response?
As some organizations mature, they may choose to bring certain functions in-house. Providers built
for long-term partnerships will support flexible, hybrid models rather than pushing rigid, “all-or-
nothing” services.

5. Who owns incident response decisions?
Clarify roles during a real incident. Ask who has the authority to contain, isolate, or take disruptive
actions; and how those decisions are governed and tested. Clear ownership and rehearsed processes
matter far more than tooling during high-pressure events.

6. How do you retain and develop your analysts and engineers?
People remain a critical differentiator despite the Al hype. Ask about analyst tenure, burnout
management, and career paths. High turnover is often an early warning sign of service degradation,
even if it’s not visible in marketing materials.

Many providers remain anchored to stale operating models optimized for rapid growth - prioritizing margin
preservation, aggressive expansion, and cost control over structural evolution. As Al adoption
accelerates, some organizations are still working through how to translate efficiency gains into
sustainable service improvements, rather than short-term financial relief.

When providers do achieve meaningful Al-driven efficiency (unfortunately sometimes accompanied by
workforce reductions), the natural question for customers is how those gains are reflected in the value
they receive. Transparency around outcomes, pricing adjustments, and performance will increasingly
shape trust and long-term partnerships.

The MDR market is no longer a race for logos; it’s a test of resilience. Financial quick hits and flips are on
hold for now. Providers that endure will be those that deliver measurable outcomes, adapt responsibly to
Al-driven change, and align innovation with customer value. The result should be a leaner, more
disciplined market built for durability and longevity, not just growth.
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